IPV6

2007 6 22

IPv6

WG SWG



4

........................................................................................................................... 1
PR PPOTRTRPPRTN 1
L 2 e 2
0 PO ROPPOTRPRPPRN 4

131 4
00 T O RPRUPR 4
133 7
TSRO TRPPRN 8
0RO PP PRSPPI 9
0L TR OP TR 10
ISP ASP - 11

2250 PP 11
2,01 11
2250 PP 12
2.1.3  DNS e 14
214 14
22RO 15
221 e ———— 15
2.2.2 e ————————————————————— 23
223 DNS e ——————————— 28
ISP e 31
350 PP 31
350 PP 31
B L 2 32
3.2 AETFE 34
........................................................................................................... 37

A1 e 37
S OPVSURRIN 38
.......................................................................... 40

51 MPMH Multi-prefix Multi-hnome ... 40
5700 1 PP 40
5.1.2 MPMH 40
5.1.3° MPMH 40
5.1.4 MPMH 41



515 MPMH
5.1.6 MPMH
5.2 IPV6
521
5. 2.2
523



11

ISP

ISP
IPv6

2006

IPv6

6

IPv6

IPv6

ISP

IPv6



12

1.2-1
1.2-1
ISP ISP Internet Service Provider
ISP
ASP ASP Application Service Provider
ASP
ASP
xSP ISP ASP
ISP ASP
ISP ISP
IPv6 Prefix
2. /64
1.
ASP
1.2-1
1.2-1
1.2-1




||||||||||||||||||||||

IP-TV

EEEEEEEE
IP

||||||||||||||||||||||

1.2-1



13

131
13-1
Prefixm
1.3-1
13.2
13-1
1.3-1
1
1
1 3
1 2 4

13-1




1]

1.3-2
1-3

1-2

11

1.3-2

2]

1.3-3

2-2

2-1

1.3-3



3]

13-4

3-2

3-1

1.3-4

4]

1.3-5
43

vian

4-2

NAT ALG

41

1.3-5



133
2 1.3-6
ISP ASP
[ 1 ISP ASP
[ 1 ISP 2 ASP
ISP
L ISP
[ 2 ISP

ISP ASP ISP

1.3-6

ISP

ISP ASP



14

IPv6
IPv6 XSP
IPv6
IPv6
IPv6
IPv6 /

IPv6



15

15-1

1.5-1

ISP

ASP

ISP




1.6

1.6-1

50

PF

NEC

PF

NTT

NTT

IPv6

IPv6

IPv6

IPv6

IPv6

IPv6

IPv6

10




2 ISP ASP

2.1
21.1
ISP
Ingress Filter ASP
ASP
ASP
ISP Ingress Filter
++**, No Route
IPv6
AF—Fyb
EAiASP
—.._—r_‘
2.1-1
RFC 3484
1 IPv6

11



@ 2001:db8:8000::1 —

— 00100000 ... 1000 1000...
B
=l L% 2001:db8:a000::100 (ASP)

E‘ihé P — 0010 0000 ... 1000 1010... -
@ 2001:db8:1000::100 (1SP)
— 0010 0000 ... 1000 0001...
2.1-2
[ ] 2.1-2 ISP 2001:db8:1000::100
ASP 2001:db8:a000::100
2001:db8:8000::1
2001:db8:a000::100
ASP
21.2
[ ] IPv6 RA
RA
RA
2.1-3 ASP
2 ASP
ASP

12



No Route "5'—' \
| n—4% ! n—%4
Ingress Filler
ﬁiﬁ
No Roule
s
ASP
n—4% n—4
Ingress Filter
J. v
s
a1—¥
i A
2.1-3
ISP
ASP
ICMP
ICMP

13



2.1.3 DNS
ISP ASP DNS

DNS

DNS

example.jp

DNS | |[WWW DNS

NG

www.example.jp

2.1-4 DNS
[ ] 2.1-4 ASP1 DNS example.jp
www.example.jp
ISP DNS DNS
NXDOMAIN
2.1.4
DNS Web

14



2.2

2.2.1
Windows  Solaris oSs RFC 34841
DHCPv6 IETF
11 IPv4 IPv6
2.2-1 ISP 2001:db8:1::/48 ASP1
2001:db8:2::/48 2001:db8:1::/56 2001:db8:2::/56
2.2-1 2
Prec Precedence
2.2-1
Label
ASP1 2001:db8:2:ffff::1
3 Label
2 Label 2
2001:db8:2:: ASP1
2001:db8:4::1
2 Label 1
Label 1 ISP 2001:db8:1::
2.2-1 xSP

1 RFC 3484, “Default Address Selection for Internet Protocol version 6 (IPv6)”
2 IPv4
6to4 IPv6
ISP ASP

15



XSP
XSP

iR

e

Prec. Label Prefix

t
i
i
t
i
t
i
i
i
1

10 1 2001:db8:1::/48

1 1 ::/0

10 2 2001:db8:2::/48
3 2001:db8:3::/48

2.2-1

ULA Unique Local IPv6 Unicast Address 3
IPv6
ASP ULA
ULA IPv6

148
fd00::/8 ULA
Centrally Managed

3 RFC 4193, “Unique Local IPv6 Unicast Addresses”

16



2.2-2 ASP
ULA
IPV6
ULA
0
IPvd  IPV6 IPV6
IPV6 IPV6
2000::/3 /32 2129
8000::/1
2001:db8::
- s | £400:1:100:/56
2001:db8:a::/48 :
@ 6fd00:2:100::/56
| ek |
22-2ASP  ULA
ULA /48 148
ISP ASP ULA
164 /56
ULA 256 XSP ULA
ULA  IPv4 XSP
ULA
Centrally Managed ULA /48

17



ICMP

ICMP

2.2-3 xSP

H—

EfistASP

2.2-3ICMP
TCP/IP
IETF Shim6
XSP
NAT
IPv6

4 Shim6 WG http://www.ietf.org/html.charters/shim6-charter.html

18



NAT 2.2-4
ULA Unique Local IPv6 Unicast Address

NAT

IPv4 IPv6
End-to-End IP

2.2-4 NAT

ALG Application Level Gateway

NAT IP
NAT IP ALG IP
ALG
-ALG ALG- HTTP
HTTP ALG
NAT NAT
End-to-End
ALG
ALG

19



NAT

ISP

2.2-5

VLAN NW

VLAN

VLAN

2.2-5

NwW

PC
ASP

IEEES802.1q
NwW
NwW

20

tagged



VLAN 1D

XSP 3
2.2-1
XSP
x XSP o X Windows,
( *BSD, Solaris
) X
x XSP X X
(
) x XSP
X
ULA x XSP o X
X XSP
ICMP x X X
X

21




XSP

NAT X x IPv6 x
End-to-End (
IP )
ALG X o o ALG
End-to-End
x DNS-ALG
ALG
(
)
NwW o xSP o x
(
) X
O
NW VLAN
NW o XSP o Tagged VLAN X
(VLAN)

o TaggedVLAN

22




222

RIPng OSPFv3

XSP

2001:db8:1:: /48 9001:dpg:2::/48

T ::/0
2001:db8:1::/48
2001:db8:2::

2.2-6

RA + More Specific Routes

RFC4191 More Specific Routes
RA
RFC4191
2.1-3
RFC More Specific Routes
Windows Vista
RFC4191 Router Preference

RA RA

23



XSP
ICMP
2.2-7
ICMP ICMP
2.2-7 ICMP
IPv4 IPv6

XSP
2.2-7
XSP

24



DHCP-PD

NwW

2.2-8

25

EEXTTFLX
TRY ST

~
O ——




2.2-2

XSP

XSP

x XSP

RA
(More Specific

Routes)

x XSP

RA

26




2.2-3

XSP

x XSP

RA (More
Specific Routes)

x XSP

x WindowsXP

ICMP

27




2.2.3 DNS

DNS

DNS DNS

DNS
DNS
XSP  DNS DNS
1P
example.j
y OK ple.p
NG WWW

www.example.jp

2.2-9
[ ] 2.2-9 ASP2 DNS example.jp
www.example.jp
ISP - ASP1 - ASP2 DNS DNS
ISP ASP1 DNS example.jp
DNS
DNS

DNS

28

DNS



DNS
DHCPv6
DHCPv6

RFC36465 DNS Recursive Name Server Option Domain Search List Option

Option

IPv4

examplel.jp 1
example2.jp | DNS 2
example3.jp | DNS 3
2.2-10
[ ] 2.2-10 DNS 1 2 3 examplel.jp example2.jp example3.jp
www.example3.jp
DNS DNS

DNS

5 RFC 3646, DNS Configuration Option for DHCPv6

29



DNS 2.2-4
XSP 3
2.2-4 DNS
XSP
X X X X
O
X
@] X X X
X X O X
(DHCPV6)
X X X X
o |IPv4
@]
X
@] X X X
o |IPv4
X X O X
(DHCPV6)

30




3 ISP
ISP

3.1
ISP

3.1-1ISP

ISP

3.11

ISP ISP

3.1-1

ISP

31



ISP

ISP

3.1.2
IPv6
ISP

ISP

IPv6

ISP

ISP

3.1-2

32

ISP

ISP






3.2 |IETF

IPv4
IPv6 IPv4
2007 Pl
IETF  IPv4/v6
IETF 2006 10 RAW 1AB Workshop on
Routing and Addressing ¢
RAW
7 RAW
IETF
IETF
ICMPv6 Redirect
ICMPV6 Redirect
GSE Global, Site and End-System Designator 8
1997
ID 64 =Routing Goop
3.2-1
Src=2001:db8:AAcc:1::X Src=2001:db8:BBcc:1::X
Dst=Y Dst=Y

ISP-A

2001:db8:AA00:/40 )& — X

Site-C 2001:db8:AAcc:1:: X
Ite- 2001:db8:BBcc:1::X

ISP-B

2001:db8:BB00::/40

3.2-1 GSE

6 http://www.iab.org/about/workshops/routingandaddressing/index.html
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5.2-1 R1 R2
RA Router Advertise
IPv6 ISP-X 2001:db8:1::/64
2001:db8:2::/64
R1 R2

46

RA

R2
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2001::db8:1::/64 2001:db8:2::/64 2001::db8:1::/64 2001:db8:2::/64
5.2-1
R1 R2 RA
A) 2
2001:db8:1::/64 2001:db8:2::/64 2
2
B) R1 R2
/0
RA
RA
RA
A) B)

47




RA

2
ISP-X ASP-Y ISP-X ASP-Y
2

1 ISP-X

ISP-X 2001:db8:1:0:1::/64
2
2001:db8:1:0:1::/64
2001:db8:1::/64
2 /0
RA RA
RA

ISP-X R2 R2
ASP-Y ISP-X

o] X

5.2-1
5.2-1 2
R1 R2
(ISP-X) ( ASP-Y)
2001:db8:1::/64 (ISP-X) o X
ASP-Y ISP-X
2 ISP-X ASP-Y

48



ISP-X IPv6 2001:db8:8000::/64

1.
2001:db8:8000::/64 2
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2 /0
RA RA
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1
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5.2.2
5.2-1 ISP-X
RA 2001:db8:1::/64 ASP-Y
2001:db8:2::/64

C:¥>ipconfig
Windows IP Configuration
Ethernet adapter

Connection-specific DNS Suffix

IP Address. . ..........:192.168.1.102

SubnetMask . ..........:255.255.255.0

IP Address. ...........:2001:db8:2::20e:a6ff:fe24:6d81  ~*“ ASP-Y (R2)"
IP Address. . ..........:2001:db8:1::20e:a6ff:fe24:6d81 ~*“ ISP-X (RL)"

IP Address. . ..........:fe80::20e:a6ff:fe24:6d81%4

Default Gateway .........:192.168.1.1

fe80::20b:45ff:feed:5ca8%4

fe80::202:2dff:fe70:a7e2%4

2 /0
ISP-X RA  preference
C:¥>ipv6 rt
2001:db8:2::/64 -> 4 pref 8 life 29d23h59m56s (autoconf)
/0 -> 4/fe80::20b:45ff:feed:5ca8 pref 256 life 29m56s (autoconf) P ASP-Y (R2 "
2001:db8:1::/64 -> 4 pref 8 life 2m55s (autoconf)
::10 -> 4/fe80::202:2dff:fe70:a7e2 pref 16 life 69s (autoconf) ~“ ISP-X (R1)"
ASP-Y
ISP-X R1
R1 ISP-X ASP-Y
ASP-Y 2001:db8:2:0:1::1
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C:¥>tracert foo.net
Tracing route to foo.net [2001:db8:2:1::1]

over a maximum of 30 hops:

1 * * * Request timed out.
2 * * * Request timed out.
3 * * * Request timed out.
» ISP-X ASP-Y
ISP-X
ISP-X ASP-Y
IPv6 ASP-Y
> ISP-X
2001:db8:1::/64 17 1Pv6

C:¥> ping www.vépc.jp

Pinging www.v6pc.jp [2001:218:2001:3000::11] with 32 bytes of data:

Reply from 2001:218:2001:3000::11: time=23ms
Reply from 2001:218:2001:3000::11: time=23ms

Reply from 2001:218:2001:3000::11: time=23ms

Ping statistics for 2001:218:2001:3000::11:
Packets: Sent = 23, Received = 23, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 23ms, Maximum = 23ms, Average = 23ms

17 2001:db8:1
(2001:218:2001:3000::/64)
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> ASP-Y

2001:db8:2::/64 18 |Pv6

C:¥>tracert www.apnic.net

Tracing route to www.apnic.net [2001:dc0:2001:0:4608:20::]

over a maximum of 30 hops:

1 * * * Request timed out.

2 * * * Request timed out.

3 * * * Request timed out.

4 * * * Request timed out.
523

1 2 3
5.2-2

2 IPv6
18 2001:db8:2

2001:dc0:2001:0::/64 2001:db8:2::/64
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RFC 3484, “Default Address Selection for Internet Protocol

version 6 (IPv6)”

Internet-Draft, “Distributing Default Address Selection Policy
using DHCPv6”, draft-fujisaki-dhc-addr-select-opt-03.txt

RFC 4193, “Unique Local IPv6 Unicast Addresses”

Shim6é WG

http://www.ietf.org/html.charters/shim6-charter.html

222

RFC 4191, “Default Router Preferences and More-Specific

Routes”

DNS

2.13

RFC 3646, “DNS Configuration Options for DHCPv6”

IETF

3.2

RAW (1AB Workshop on Routing and Addressing)

http://www.iab.org/about/workshops/routingandaddressing/inde

x.html
RAW report: draft-iab-raws-report-00.txt

Internet-Draft, “GSE — An Alternate Addressing Architecture
for IPv6”, draft-ietf-ipngwg-gseaddr-00.txt ( Expire )

SHIM6 WG Internet-Draft, “Level 3 multihoming shim
protocol”, draft-ietf-shim6-proto-07.txt

Shim6: Network Operator Concerns

http://www.nanog.org/mtg-0510/schiller.html

RIR  PI(Provider-Independent)

ARIN

http://www.arin.net/policy/proposals/2005_1.html

APNIC
http://www.apnic.org/meetings/22/archive/minutes/policy.html
RIPE NCC

http://www.ripe.net/ripe/policies/proposals/2006-01.html

4.1

2005 1Pv6
http://mww.v6pc.jp/pdf/ja-09-v6trans-security-050722.pdf
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4.2

RFC 3484, “Default Address Selection for Internet Protocol

version 6 (IPv6)”

RFC 4218, Threats to IPv6 Multihoming Solutions”
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RFC 3484, “Default Windows XP SP2

Address Selection for Windows Vista

IPv6” FreeBSD 5.2-RELEASE

Linux
RFC 4191, “Default Windows Vista FreeBSD rtadvd
Router Preferences and Linux NetBSD rtadvd
More-Specific Routes ” OpenBSD rtadvd
”More-Specific Linux radvd

Routes”
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IPv6

IPv6

Windows XP/Vista

RFC3484 default address policy table IPv6 IPV4

IPv4/1Pv6 URL
Beagle
http://entne.jp/tool/toollist/index.php
Windows Vista IPv6/1Pv4 | IPv6 Microsoft Windows Vista NTT
TCP NTT
Greyhound IPv6 Web

RFC3484 default address policy table
URL
http://entne.jp/tool/toollist/index.php
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