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2001:db8:2000::/48
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[ ]
1Pv6
RFC3484[15] RFC3484
. 8
. 10
Precedence
Label Label
RFC3484
1Pv4 IPv6
6to4 Label
RFC3484
Prefix Precedence Label Prefix
:11/128 50 0
0] 40 1 IPv6
2002::/16 30 2 6to4
/96 20 3 IPv4
ffff:0:0/96 10 4 IPv4
IPv6
1Pv4
RFC3484
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Longest prefix match

Longest prefix match

IPv6

IP
8000::/3 ULA
Global 8001:db8:5678::1 > 1000 0000 0000 0001
16 2
Global 2001:db8:1234::1 N 0010 0000 0000 0001
ULA fc00:db8:1234::1 N 1111 1100 0000 0000
1-4 Longest prefix match
1-2
1-5
s1:192.0.2.1 dl: 198.51.100.1 s2 -d2 Precedence
s2: 2001:db8:1234::1 d2: 2001:db8:2:2::2
s1:192.0.2.1 dl: 198.51.100.1 sl-d1 Label
s2: 2001:db8:1234::1 d2: 2002: 836hb:4179::1
sl: fe80::1 dl: 2001:db8:2:2::2 s2 -dl
s2: 2001:db8:1234::1
s1: 2001:db8:1234::1 dl: 2001:db8:2:2::2 sl-dl
s2: fc00:db8:1234::1
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141 1.4.2
1-6

1-6

3.1

3.3,52,6.1

WAN 3.2,8.11

7.2
7.1
7.3

41.4

41,723

4.1(4.1.2)

DNS 51,52,53,54

DNS 541

6.2,8.24.2

8.1,8.2,9.1,9.2

93,94

2 IPv6
2009 IPv6
IPv6
IPv4 IPv4

4 IPv6

5 DNS IPv4 DNS
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SHOULD
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I1Pv6
2.1 |IPvb6
IPv6
2.1.1
IPv6
_ (
% IPV6
>4 N\
2-1
2.1.2 PPPoE/PPPOA
PPP IPV6
[1]1[2][3]
- ) pep 2T L
T it I
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LAC LNS

2-2 PPPOE/PPPOA
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213 IP IPv6 over IPv4
2131
P IPv6
[41[5]1[6][7]
— IPv4  1Pv6
= ]
Y - 1Pv6
23 IP
2.1.3.2 ©6to4
IPv4 Internet IPv6 6to4 IPv6 1Pv4
[4] 1Pv4 X.y.Z.W
IPv6 2002:x.y.z.w::/48
2002:x.y.z.w::/48 6to4 IPv6 over
1Pv4 X.y.Z.W IPv6 1Pv4
IPv4 6to4 2002::/16
IPv6 6to4
6to4 IPv6 2002::/16
6rd
2.1.3.3 6rd
6to4d IPv6 over IPv4 IPv4
IPv6 prefix 6to4d 6to4  2002:
6to4 /48
prefix [53]
prefix  2001:db8::/32 CPE
IPv4 X.Y.Z.W 24bit
2001:db8:y.z.w::/56 6rd
6to4 prefix
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t

Global IPv6 address

IPv4
Internet

6rd Gateway

Internet

IPv6in IPv4 Tunnel

2-4 6rd u

Tunnel Termination

IPv6 IPv6 in IPv4 Tunnel IPV6

6rd
Gateway

6rd CPE

DHCPV6,etc.

I [] I

e,
o,
",
",

e,
"o,
o,

v,
o
o
e,
oo’ o,
o' ~e,
o' o,
oo,
e,

Src 2001:db8:6464:0100::1 Src 10.100.100.1 Src | 2001:db8:6464:0100::1

Dst 2001:db8::yyyy:yyyy

Dst 192.88.99.1 Dst | 2001:db8::yyyy:yyyy

Src | 2001:db8:6464:0100::1

Can be well known anycast

Dst 2001:db8::yyyy:yyyy defined in rfc3068, or any other

2-5 6rd

2.1.3.4 Softwire with L2TPv2

IPv6 over 1PV4
ISP L2TP CPE ISP
IPv6 I1Pv6

[62]

1 2-4 2-13 2 IPv6 Operation Forum
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2.2 IPv4
IPv4 IPv4
2.2.1 NAT444
IPv4 NAT Large Scale NAT LSN
Carrier Grade NAT CGN IPv4
[54]
CPE WAN 1
IPv4 NAT444 CPE LSN
IPv4 CPE IPv4
NAT LSN LSN IPv4 NAT
CPE LSN IPv4 NAT NAT44 NAT44+NAT44 NAT444
1 IPv4

Global IPv4 address Internet

Internet

ISP Shared address

NAPT Home GW

rfc1918
IPv4 private address

2-6 NAT444
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rfc1918
ISP shared address (*1) Global IPv4 address

private address

NAPT NAPT R
Home GW (CGN/LSN) *2

I [-] I [] I []

e

oo’
oss*”
oo
el

Src | 192.168.0.1 port 10000 src | ii.iiiiii port 10000 (*2) src |129.0.0.1 port 12000
128.0.0.1 port 80

128.0.0.1 port 80 Dst

Dst 128.0.0.1 port 80 Dst

*1) *2)
- ISP shared address (Draft-shirasaki-isp-shared-addr) - In draft-shirasaki-cgn-01,CGN(Carria-Grade NAT) was
renamed to LSN(Large Scale NAT)

or
- Global address space NAPT : Network Address Port Translation

- 240/4, rfc1918 10/8

2-7 NAT444

CPE

NAPT LSN NAT
LSN LSN
NAT
2.2.2 DS-Lite Dual-Stack Lite
IPv4 NAT IPv4 over IPv6

AFTR (DS-Lite Address Family Transition Router element) 1Pv4 Internet CPE

CPE B4 (DS-Lite Basic Bridging BroadBand element)

IPv4 over IPv6 CPE NAPT
[55]
CPE WAN 1
IPv4 DS-Lite CPE AFTR
IPv4
NAT444 B4 AFTR IPv4 IPv4 over IPv6
1Pv6
IPv4 Internet B4 IPv6
AFTR AFTR IPv6 IPv4
IPv4 NAT
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t

Global IPv4 address

I 4

.
Y
.
Iy

Backbone

Tunnel Termination
+ NAPT(CGN/LSN)

IPv4 in IPv6 Tunnel

Tunnel Initiation

IPv6

IPv4
Internet

Internet

rfc1918
IPv4 private address
2-8 DS-lite
Tunnel Termination
rfc1918 ]
private address IPv4in IPv6 Tunnel

DS-lite
Home GW

Global IPv4 address

—_—

I [«] v I [-]
Src | 192.168.0.1 port 10000 2001:0:0:2::1 Src [129.0.0.1 port 12000
Dst 128.0.0.1 port80 2001:0:0:1::1 Dst | 128.0.0.1 port80
Src | 192.168.0.1 port 10000
Dst 128.0.0.1 port80
29 Ds-lite
CPE
NAT AFTR
IPv6 only
AFTR B4
AFTR AFTR AFTR
AFTR B4
NAT
DS-Lite LSN NAT
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2.2.3 A+P
CPE IPv4 1 TCP UDP
IPv4 1 4096 8191 4096
CPE IPv4
[56]
IPv4 Internet CPE
CPE (A+P )
A+P CPE
PPP IPv4 over IPv6 L2TP
NAT 444  LSN DS-Lite AFTR A+P IPv4 NAT
IPv4
NAT444 LSN TCP NAPT
CPE A+P
ICMP
[57]
f IPv4

Global IPv4 address Internet

IPv4in IPv6 Tunnel

Internet

rfc1918
IPv4 private address

'

2-10 A+P
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IPv6

(Learn from DHCP,etc)
WKP = 4999::/64

WKP : Well Known I1Pv6 Prefix

A=12.0.0.1
P = ports 4096-8191 Tunnel Termination
rfc1918
private address j IPv4in IPv6 Tunnel
A+P
P ERIE Router

Port Translation

I []
-

Tunnel Encap

Global IPv4 address

)

ooes,
v,
v,
ooe.,
o,
vas,
ey,

T
S kY

oo,
o,
o,
va,
e,
ooe

24

Src ]192.168.0.1 port 10000 Src 4999:0:0:0:0c00:0001:1001:: Src 12.0.0.1 port 4097
Dst 128.0.0.1 port 80 ] Dst | 4999:0:0:0:8000:0001:0000: : Dst | 128.0.0.1 port 80
src | 12.0.0.1 port 4097 | <=
Dst 128.0.0.1 port 80
WKP + A+P address is to be announced to internal routing
2-11 A+P
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2.3 IPv6-IPv4
IPv6 IPv4
2.3.1 NAT64 IPv6-IPv4 Translator
NAT64 DNS64 IPv6 only
[58]
2-13 IPv6 only DNS ALG
IPv6 DNS ALG www.example.com
IPv4 Translator
IPV6 only
IPv6 only IPv6
IPv6 Translator Translator
1Pv4 www.example.com

Global IPv4 address

Translator
+DNS ALG

Dual Stack
or
IPv6 Network

IPv4

IPv4
Internet

www.example.com

IPv6
DNS64

IPv6

IPv4

Internet

2-12 NAT64
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protocol Translation DNS

IPv6 Network DNS IPv4 Internet

Translator %
+DNS ALG

\ 4

QRY : www.example.com AAAA ?

»
>

QRY : www.example.com A or AAAA ?
—_—

ANS: www.example.com ANS : www.example.com A 128.0.0.1
AAAA 2001:db8::128.0.0.1 ——

<
«

I [<] I []

Src | 2001:db8::XXXXXXXX Src §12.0.0.1 port xx (IPv4 pool address)
Dst 2001:db8::128.0.0.1 Dst 128.0.0.1
2-13 NAT64
2.4 IPv6
IPv6
2.4.1 NAT66
1D
NAT IPv6 NAT [12]
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3
WAN  LAN LAN
3.1
3.1.1
1
MUST
DHCPV6-PD  IPV6
2
MUST
DHCPV6-PD
3.1.2
3 /48 /64
MUST
JPNIC IPV6
/48  I64
DMZ /64
/48

27
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3.2 WAN
1.4.3.1 WAN
3.2.1
4 WAN

MUST

[a] SLAAC Stateless Address Auto Configuration
[b] DHCPV6
SLAAC DHCPv6

WAN
SLAAC DHCPv6
[59]
SLAAC
DDNS
2010 7 DHCPvV6
IPv6
64 [46] WAN
7.1
3.2.2
5 WAN
MUST
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3.2.3
6 WAN
MUST
WAN
DNS
LAN
3.3 LAN
LAN
3.3.1
7 DHCPV6-PD /64
LAN
MUST
6.1
164 DHCPv6-PD
/64 DHCPvV6-PD /48
LAN 49 64
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3.3.2
8
DHCPv6-PD
MAY
3.3.3
9 WAN
MUST
6.1.2

IPv6

LAN

[17]

DHCPv6-PD
LAN
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3.3.4 ULA
10
SHOULD
1Pv6
ULA RFC4193
[59] ULA
ULA

LAN

31

MUST

IPv6

IPV4/1Pv6

ULA
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4
4.1
41.1
IPv6
NAT/NAPT
41.1.1

[60][61]

IPv4

4-1

32

IPv6

WAN

LAN
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11 LAN

MUST
1Pv4

41.1.2
12

TCP
UDP
DNS

ICMPV6

MUST
IPv4

WAN

ULA fc00::/7

IANA

1PVv4

IPv6
WAN
4.1.2
TV
[9]
NAT
I1Pv6
IPv6
fe80::/10
fec0::/10 RFC3879
ff00::/8
/8
1Pv4

2001:db8::/32
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41.1.3 SPI
13 SPI
SHOULD
IPv4 SPI IPv6
1Pv6
SPI RFC 4787 [47]
SPI
4.1.2
14 4-1
MUST
4-1
IPv6 / MUST
7.2.3 MUST
SHOULD
MUST
ICMP Type Code [9] SHOULD
TCP/UDP / MUST
1Pv4 IPv6 [10]

DPI Deep Packet Inspection
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4.1.3
15
(MAY)
DNS UDP 1 DNSSEC
MTU
Unfragmentable Part
Fragmentable Part
4.1.4
16
MUST
IPv6
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4.2

17

LAN

MAY
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5 DNS

FQDN

IPv6
1Pv4 DNS
DNS [14]

ISP

/

—_ |

DNS
/
5-1 DNS
DNS
DNS
DNS
Web-GUI
P IPv6

http://setup.example.jp/ - http://[2001:db8:1234:5678::1]/

® DNS

DNS
DNS
ALG
ALG
IPv4 1Pv6
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51
5-2
51.1
18 DNS IPv6 IPv4
MUST
DNS IPv4  IPv6
51.2
19
MUST
IPv6 DNS
5.1.3
20 DNS
MAY
[15] DNS DNS
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DNS IPv6
DNS 1Pv4 DNS

DNS

DNS

1Pv4 DNS
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5.2 DNS
DNS
=l
ISP
/
DNS
| IULA [
5-3
5.2.1 DNS
21 ULA
MUST
ULA DNS ULA
ULA LAN
ULA
DNS
DNS
DNS
DNS
DNS WAN
DNS
DNS
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5.3 DNS
5-4 DNS
53.1
22 DNS DNS
MUST
5.3.2
23 DNS
MAY
DNS
[16][17]
IPv6 IPv4 DNS
IPv6  DNS IPv4
IPv6 IPv6
0s IPv6
DNS

41



I1Pv6 IPv6

54
DNS
=)
ISP
/
DNS
||
5-5 DNS
54.1
24
MAY
DNS
[18] DNS
DNSSEC RRSIG
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55
I1Pv6
yany DNS
=]
el E ™
A 1sp N
o f
\\,,,,\; ;/'
*‘ EDNSO / TCP 53
DNS
|4 EDNSO / TCP 53
H
5-6 DNS
55.1
25
MUST
RR
ULA
55.2
26
MUST
DNS
5.5.3 EDNSO
27 EDNSO[19] OPT RR
512byte
MUST
AAAA PTR SPF SRV TXT DNSSEC
512byte

43
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RR
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554 TCP 53
28 DNS Header TC=1 [20][21] TCP
UDP 53
TCP 53
MUST
5.5.5 DNSSEC
29 DNSSEC [22][23][24]

® EDNSO OPTRR DO bit
® RRSIG DNSKEY DS NSEC NSEC3 NSEC3PARAM RR

® DNS Header Bit CD checking disabled AD authentic data

MUST
30 DNS DNSSEC
[22][23][24]
MAY
IP
Windows XP  Windows Vista Windows 7
DNSSEC
DNS
IP
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6
6.1
6.1.1 RA
31 RA
MUST
IPV6 [28]
LAN
3.3.2
T
s N
\\‘ (
S~
é RouterAdvertisement
I 2001:db8:1:1::/64
| |
v

6-1 RA
32 RA 164
MUST
64 ID
164 LAN
Windows Vista SP1 164
SLAAC RFC 4862 RA  Prefix Information Option prefix
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IPv6
length interface ID 128
Prefix Information Option MUST [29][48]
33 Prefix Information Option Preferred Lifetime O RA
SHOULD
Preferred Lifetime O A Preferred Lifetime
B
B [15]
Preferred Lifetime = 0
RA RA
Preferred Lifetime=0 RA
Preferred Lifetime O
WAN
Valid Lifetime O
ULA
3.34
34 Router Lifetime 0 RA
SHOULD
Router Lifetime=0 RA RA

46
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WAN
Router Lifetime=0 RA
RA
LAN (
)
LAN
Router Lifetime=0 RA LAN
LAN More-Specific Routes[35]
6.1.2 DHCPv6
35 DHCPvV6[27]
MAY
SLAAC
M 1 RA LAN
Y N
,'/ \‘
\\‘\ ‘/
\"\,,,, )

DHCPV6 @ DHCPV6

2001:db8:1:1::aaaal64 2001:db8:1:1::bbbb/64

PN

|« N

6-2 DHCPV6

a7
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36 Reconfigure Message Option msg-type 5 Renew message

Reconfigure message

35
SHOULD
DHCPV6
37 DHCPV6-PD[30]

MAY

DHCPv6-PD
T

- - N

A ¢

)

o

DHCPve- V’ ‘

i

6-3 DHCPV6-PD
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6.2
6.2.1 RA
38 LAN RA DNS
MAY
RA DNS
DNS Standard Track [31]
XP/Vista/7 Mac OS
DNS
DNS DNS
DNS RDNSS Lifetime
e
\\\ ‘
~—
|
@ Router Advertisement
2001:db8:1:1::/64
I - 2001:db8:1:1::53/64
| | | |
v v
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